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A B S T R A C T

Scale-free wireless sensor networks (WSNs) are tolerant to random attacks but vulnerable to malicious attacks.
With the increase of cyber-attacks, improving the survivability and robustness is critical to scale-free WSNs.
This paper introduces a scale-free topology evolution mechanism (SFTEM) for WSNs, and the evolution model
considers the fault probability of nodes as well as the communication range. Then, a new topology modification
strategy for enhancing the robustness of scale-free WSNs is presented, namely TMSE. Different from previous
works, we consider different types of malicious attack into the algorithm design, making the TMSE more
resistant to realistic attacks. Besides, TMSE consists of two operations, in which the high degree operation
(HDO) changes the network connections among high degree nodes base on the probability of being attacked,
and the degree associativity operation (DAO) transforms the network topology into the onion-like structure
using its degree–degree correlation. Meanwhile, all the nodes modified by TMSE maintain the node degree, thus
the final topology preserves scale-free properties. Simulation results demonstrate that the network topology
generated by SFTEM has the scale-free characteristics, and its robustness can be effectively improved by TMSE,
compared to the existing algorithms.

1. Introduction

Internet of things supported by wireless sensor networks (WSNs) [1–
4] is an attractive and flexible option to be applied in a wide range
of many real-world scenarios, such as environmental monitoring [5],
intelligent transportation [6] and other fields. In many applications,
WSNs often operate in rigorous and hostile environments [7]. De-
pending on the criminal intent, a network attack can be random or
malicious. Nodes in WSNs may fail due to random attacks including
software or hardware faults [8] and hostile weather [9]. Moreover,
the threats to malicious attacks based on intelligent node selections
increase rapidly. Scale-free theory in complex networks [10,11] can
be applied to evolve the topology and increase the survivability of
WSNs [12–14]. A remarkable characteristic of scale-free WSNs is that
most nodes have a lower node degree and thus have strong anti-random
failure ability [10]. However, scale-free networks are vulnerable to
malicious attacks [15] due to a small proportion of nodes hold most of
the connections. Once such nodes are attacked, the network will split
into independent graphs or even be paralyzed [16]. In our previous
work [17], we proposed a topology evolution mechanism for scale-
free WSNs to improve the fault tolerance against random attacks. In
scale-free WSNs, a few key nodes possess most connections of network
and thus the energy of these nodes will be exhausted much faster
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than the other nodes. Therefore, our previous scheme combined joint
failure probability and other characteristics including node degree,
node saturation and the distance between nodes to keep energy balance
of the network. However, our previous scheme failed to consider the
robustness of topology under malicious attacks. Therefore, the purpose
of this paper is to design a method to ensure that even if a malicious
attack causes some nodes to fail, the network can remain connected
and functioning properly.

In recent years, various enhancing robustness strategies of network
topology have been proposed [18–23]. Since networks with complex
topologies can be used to model many systems in nature and society,
the scale-free theory as one type of complex networks is generally
applied to model the large-scale homogeneous WSNs. Many studies
have investigated the robustness of the scale-free topology. The hill-
climbing [24] as the most classic algorithm uses the feedback in-
formation to help generate a better robustness metric to optimize
the robustness continuously. However, as an improved depth-limited
search method, the hill-climbing algorithm may converge at a local
optimal situation. Particularly, it is found that the onion-like network
can acquire adaptive capacity in resilience by a change of routing policy
for flow control to absorb cascading overload failures triggered by
attacks [25]. Since the onion-like structure is robust against malicious
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attacks and has been confirmed by theory and experiments [26], a new
robustness strategy (ROSE) [27] was designed to change the topology
to an onion-like structure to improve the robustness. However, all
operations in ROSE target at all nodes in the network may generate
redundant operations.

We proposed a new topology modification strategy that includes
two operations to enhance the robustness of scale-free WSNs. In gen-
eral, the network nodes with high degrees are vulnerable to malicious
attacks; hence, we design an operation to improve the robustness by
modifying the connections of these nodes. Then, another operation
follows the idea that the network topology with an onion-like structure
that has a positive degree of correlation would be strongly tolerant
against malicious attacks [25]. The main contributions of this study can
be summarized as follows.

• An improved topology evolution mechanism is introduced to
generate the scale-free WSNs. Considering the fault tolerance
of network and the limited communication range, the networks
evolved by the mechanism have scale-free properties.

• The proposed TMSE strategy includes two operations: high degree
operation (HDO) and degree associativity operation (DAO). Dif-
ferent types of malicious attacks are firstly discussed to determine
the parameters of TMSE. HDO is designed to change the network
connections of some important nodes to enhance robustness, and
DAO uses the degree–degree correlation property to make the
topology close to the onion-like structure.

The remainder of this paper is organized as follows. In Section 2,
the related work is reviewed and summarized. Then, we introduce the
evolution mechanism of scale-free topologies and robustness measures
under different attacks in Section 3. Section 4 describes the ideas and
details of TMSE. In Section 5, simulation results are presented. Finally,
we conclude this study in Section 6.

2. Related work

To increase the survivability of WSNs, there are some works to
improve the energy efficiency and extend the lifetime of the net-
work [28,29]. One way of maintaining survivability in WSNs is key
management. Yousefpoor and Barati [30] categorized dynamic key
management schemes based on the type of keys, key distribution mech-
anisms, key cryptography methods and network models. Besides, Bosch
et al. [31] provided an overview of state of the art commercial and
scientific solutions of management schemes and showed their strengths
and weaknesses. Barabási and Albert [11] provided the other way to
increase the survivability of networks, the proposed BA model applies
the following two criteria to achieve a scale-free topology: (1) growth:
new nodes join the network one by one, (2) the newly joined node is
connected to the existing node with a probability proportional to the
degree of the existing node. This leads to the phenomenon that the
more connections a node has, the more likely it is to receive a new
connection. In recent years, many researchers have proposed methods
based on BA model to construct a scale-free WSN to achieve the goal of
fault tolerance, energy-saving or prolonging the lifetime. Liu et al. [13]
proposed a small-world and scale-free topology model for heteroge-
neous WSN, implemented by preference connection mechanism. The
network generated by this topology model has stronger robustness
against random faults. Similarly, inspired by the scale-free theory, Peng
et al. [32] presented two schemes for large-scale hierarchical WSNs.
One scheme constructs a large-scale WSNs based on the BA model,
and the other one avoids establishing links with potential hub nodes
and thus improving the energy efficiency of the network. Using scale-
free property, He et al. [33] designed a topology evolution method, in
which the cluster nodes are distributed evenly and evolve by random
walk based on the residual energy and the degree of the nodes. Zhao
et al. [34] used Gaussian distribution to define a 3D terrain with
multimodal and proposed a new scale-free WSN topology in 3D terrain.

They considered the requirements of WSNs in practical application and
a scale-free network model is established by the growth and preferential
connection criteria for WSN in 3D terrain. Tan et al. [35] presented
a new novel energy-efficient and fault-tolerant evolution model for
large-scale wireless sensor networks based on complex network theory.
In the evolution model, not only is the residual energy of each node
considered, but also the constraint of links is introduced, which makes
the energy consumption of the whole network more balanced.

A characteristic of a scale-free network is that the degree of a
small number of nodes is very high, which makes the network vulnera-
ble to malicious attacks. Once nodes with high degrees are attacked,
the network can easily be paralyzed by the loss of a great number
of connections. Therefore, the purpose of this paper is to enhance
the robustness of scale-free WSNs against malicious attacks. Adding
connected edges and critical nodes to the network can alleviate this
problem effectively, but it will change the scale-free network properties
and consume too much energy. Recently, many studies have focused
on the robustness improvement of scale-free WSNs. To create a robust
network, Schneider et al. [36] proposed a novel metric of robustness
R, which measures the average maximum connected component after
attacks. The scale-free network can be improved with a variety of
optimization techniques by using metric R. Herrmann et al. [24] used
the hill-climbing algorithm to make the topology of WSN close to the
onion-like structure, but one problem with their algorithm is that it may
fall into local optimum. Based on the hill-climbing algorithm, Buesser
et al. [37] proposed a simulated annealing algorithm, which used a
probability switch strategy to deal with the multimodal phenomenon.
However, many redundant operations in the process of rewiring to the
network may lead to the high time complexity. Rong and Liu [38] pro-
posed a heuristic optimization algorithm to improve the robustness of
scale-free networks. The algorithm can maintain the node distribution
unchanged while performing different edge operations, but it failed to
consider the communication limitations of WSNs. Roy et al. [39] pre-
sented a new edge rewiring strategy to enhance the robustness against
failures, including edge addition and edge deletion. However, their
algorithm is essentially different from the above-mentioned algorithms,
as it improves the topology robustness at the expense of changing the
scale-free properties. In [40], the authors investigated robustness of the
consensus characterized as coherence in the noisy scale-free networks
under average degree, random nodal failures and target attacks. Based
on the coherence, a new centrality index named as leader centrality is
proposed to identify more influential spreaders. Zhang et al. [41] pro-
posed a new link-adding strategy (LLA) for large-scale wireless sensor
networks. The robustness and traffic capacity can be enhanced by local
world theory. Moreover, LLA is to use the relative position relation-
ship and set division, and establish the new link-adding strategy. Qiu
et al. [27] presented a new robustness enhancing strategy (ROSE) by
rearranging the edges to resemble an onion-like structure. Meanwhile,
ROSE can keep the degree of each node in the topology unchanged
such that the resulting topology remains scale-free. Genetic algorithm
(GA) is proposed to enhance robustness of networks [42]. However,
the single population of possible solutions in the evolution may cause a
local optimum result. To overcome this limitation, Qiu et al. [43] used
multi-population co-evolution to enhance the robustness of scale-free
topologies. The robustness optimization scheme for scale-free WSNs
(ROCK) introduces novel crossover and mutation operators to rewire
the edges in network topologies.

3. Network modeling and robustness measures

In this section, we introduce a scale-free topologies model for WSNs
and describe four malicious attack strategies and robustness metrics.
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Fig. 1. The illustration of a scale-free WSN with 20 nodes.

3.1. Fault-tolerant topology model in WSNs

Nowadays, a large number of IoT sensors are deployed in buildings,
hospitals and shopping centers to support a variety of smart services.
Because of the high communication capacity and a large number of sen-
sors, the resulting WSN will be very dense. In particular, dense WSNs
are prone to node failures. Therefore, it makes sense to consider the
robustness of the dense WSN. WSNs have obvious dynamic character-
istics, including the increase of new nodes and new links, and the node
failures caused by environmental factors or energy depletion. In our
previous work, we proposed a scale-free topology evolution mechanism
(SFTEM) for WSNs [17]. SFTEM can generate a fault-tolerant network,
especially against random attacks. In this study, SFTEM will be used
to generate the original scale-free WSNs. The rules of SFTEM are as
follows.

(1) Initialization: There are 𝑚0 nodes and 𝑒0 edges in the initial
network at time 𝑡 = 0.

(2) Preferential growth: Add one node at a time, the newly added
node connects m current nodes (m ≤ 𝑚0), and the probability
that the new node connect node n is represented as ∏ 𝑘𝑛, which
is given by
∏

𝑘𝑛 =
(

1 −
𝑘𝑛
𝑘max

)

𝐹𝑛 × 𝑘𝑛
∑

𝑙∈𝛺 𝐹𝑙 × 𝑘𝑙
(1)

where 𝑘𝑛 is the node degree and 𝐹𝑛 = 1/p(n) × 𝑑𝑖, 𝑝(𝑛) = 1 − 𝑒−𝜆𝑡𝑡𝑠 ,
and p(n) denotes the fault probability of node n (𝜆𝑡 is the failure rate
of a sensor node [44]), and 𝑑𝑛 is the distance between the newly added
node and node n. F is the fitness function of the node and associates
the fault probability and the distance between nodes considering the
fault tolerance of network and the limited communication range. The
local world 𝛺 of node n represents its one-hop neighbor nodes. 𝑘𝑚𝑎𝑥
is the threshold of node degree, which limits the maximum degree of
the nodes. According to the above-mentioned evolution rules, we can
generate a fault-tolerant scale-free network with node degree satisfying
the power-law distribution, which will be validated in the simulation
section (Specific details can be found in [17]). Fig. 1 gives an example
of the scale-free WSN generated by SFTEM, where red points represent
nodes and the size of the point indicates the different degrees of the
node: the larger the point is, the higher the degree is.

3.2. Attack types and metrics of robustness

Usually, WSNs are assumed to be subject to random and malicious
attacks. Due to the scale-free and power-law characteristics of the
generated network, the network has a strong resistance to random
attacks, but it is fragile for malicious attacks. For the research of

malicious attacks, the order of deleting nodes (or edges) is an open
choice. Moreover, damage can be maximized on any fixed number of
removed nodes. We adopt four types of malicious attacks, which are
degree-based and betweenness-based in this paper.

Definition 1 (Betweenness [38]). There is at least one shortest path for
every pair of nodes in a connected network. The betweenness B of node
i in WSNs is the number of these shortest paths that pass through node
i, which is defined as:

𝐵(𝑣𝑖) =
∑

1≤𝑘<𝑙≤𝑁
𝑘≠𝑖≠𝑙

𝜎𝑘𝑙(𝑖)
𝜎𝑘𝑙

(2)

where 𝜎𝑘𝑙(i) denotes the number of shortest paths between node k and
l that pass through node i, 𝜎𝑘𝑙 is the number of shortest paths between
node k and l, and N is the number of nodes in the network.

Definition 2 (Node Degree [45]). The degree of a node is the number
of edges connected to the node.

Definition 3 (Initial Degree (ID) Attack [11]). The nodes in the network
will be removed one by one in a descending degree order.

Definition 4 (Recalculated Degree (RD) Attack [16]). At each attack,
the node with the highest degree will be removed. As the degree
distribution is different from the initial ones caused by the network
structure changes after each attack, the descending order of nodes will
be recalculated at each removal step.

Definition 5 (Initial Betweenness (IB) Attack [11]). The nodes in the
network will be removed one by one in a descending betweenness
order.

Definition 6 (Recalculated Betweenness (RB) Attack [16]). At each
attack, the node with the highest betweenness will be removed. As the
betweenness distribution is different from the initial one caused by the
network structure changes after each attack, the descending order of
nodes will be recalculated at each removal step.

Definition 7 (Connectivity Coverage). The connectivity coverage C of
the network is defined as

𝐶 = 𝑀
𝑁

(3)

where M is the node number of the maximal subgraph, and N is the
node number in the initial network. When nodes are damaged by the
above four types of malicious attacks, the network may gradually be
split into isolated parts. To measure the robustness of network topology,
Schneider et al. [36] proposed a novel metric based on the percolation
theory, which considered the maximal connected component after re-
moving nodes. We combine this measure metric with the above four
types of attacks, and then calculate the entire connectivity coverage
C according to different attack strategies to evaluate the network’s
resistance to attack. The robustness metric is defined as

𝑅 = 1
𝑁 − 1

𝑁
∑

𝑠=0
𝐶𝑠 (4)

where 𝐶𝑠 is the connectivity coverage of the network after removing s
nodes, and R ∈ [0, 0.5], 𝑅 = 0 represents the network is completely
disconnected and 𝑅 = 0.5 represents the fully connected network. The
larger the R is, the stronger the network is against the malicious attack.
According to the definition of R, we need to use a centralized system
to calculate R based on the global information of the network.

4. Tmse overview

TMSE is designed to enhance the robustness of scale-free networks,
which includes HDO and DAO modification strategies. First, we try to
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Fig. 2. The illustration of onion-like structure.

change the connections of nodes with high degree without changing the
power-law characteristic, thus reducing the connectivity damage of the
network. Second, Hayashi et al. [25] found that the network topology
with an onion-like structure that has a positive degree of correlation
would be strongly tolerant against malicious attacks. As shown in Fig. 2,
in the onion-like structure, the degree distribution of nodes from the
center to the boundary is hierarchical. The node degree of each ring is
the same or similar; that is, the high-degree node connects with a high-
degree node, and the low-degree node connects with the low-degree
node.

A scale-free WSN is represented as a connected graph G = (V, E),
where V = {1, 2,… , 𝑁} is the node set and E = {𝑒𝑖𝑗 |𝑖, 𝑗 ∈ 𝑉 , 𝑖 ≠ 𝑗} is
the edge set. To explain the operation of the edge swap, we first give
the definition of independent edges.

Definition 8 (Independent Edges [27]). Two edges 𝑒𝑚𝑛 and 𝑒𝑘𝑙 are
independent edges if they satisfy the conditions: each of the nodes m,
n, k and l must be within the communication range of the other three
nodes, and there are no extra connections among nodes m, n, k, and l
except the existing edges 𝑒𝑚𝑛 and 𝑒𝑘𝑙.

The basis of the edge swap operation is that the selected edges
are independent edges, and Fig. 3 illustrates the edge swap operation.
As shown in Fig. 3(a), two edges 𝑒𝑚𝑛 and 𝑒𝑘𝑙 are independent edges
randomly chosen in the original topology graph (red lines). After
swapping their connected edges, as shown in Fig. 3(b), the original
topology becomes a new topology while maintaining the same degree
distribution. That is, the degrees of nodes m, n, k, and l keep unchanged.

4.1. High degree operation (HDO)

In general, high degree nodes in the network are vulnerable to mali-
cious attacks. However, the node degree, as a single indicator, may not
accurately measure the importance of nodes in the network. Malicious
attacks tend to choose the nodes with higher traffic responsibilities in
the network [36,46]. Betweenness describes the influence of nodes on
routing bridges in the network, and the higher the betweenness is, the
more easily the node is chosen as the target of attack [46]. Moreover,
the state of the edge also affects the node, and we usually use the edge
degree to reflect the importance of the edge.

Definition 9 (Edge Degree [16]). Given an edge e connected to node
m and n with node degrees 𝑘𝑚 and 𝑘𝑛 respectively, edge degree 𝑘𝑒 is
defined as follows.

𝑘𝑒 = 𝑘𝑚𝑘𝑛 (5)

The average edge degree of the associated edges of any node i is
expressed as:

𝐾(𝑛𝑖) = 𝑘𝑒𝑛 =
1
𝑛𝑒

∑

𝑒𝑖∈𝑛𝑒

𝑘𝑒(𝑖) (6)

where 𝑛𝑒 is the associated edge number of node i, and 𝑘𝑒(i) denotes
the edge degree of edge e connected to node i. Here, we combine
betweenness and average edge degree to characterize the probability
of a node being attacked.

𝑝(𝑛) = 𝛼𝐶𝐵(𝑛) + (1 − 𝛼)𝜇(𝐾𝑛) (7)

𝐶𝐵(𝑛) = 2𝐵∕[(𝑁 − 1)(𝑁 − 2)] (8)

𝜇(𝑥) =

{

1 𝑥 ≥ 𝑎

1 − 𝑒−
(

𝑥−𝑎
𝜎

)2

𝑥 < 𝑎
(9)

where 𝛼 ∈ [0, 1] is the weight value of parameters, 𝐶𝐵(n) is the
normalized parameter of betweenness which is defined as (8) and 𝐶𝐵(n)
∈ [0, 1]. Besides, 𝜇(x) is a fuzzy membership function characterizing
the average edge degree, corresponding to the probability of being
attacked. The relationship between the average edge degree and the
probability of being attacked cannot be quantified precisely. The fuzzy
theory provides an effective way, the membership function, which can
represent the ‘‘true degree’’ of the average edge degree corresponding
to the probability of being attacked. Therefore, a relatively reliable ref-
erence value can be given. The probability of the node being attacked
increases with the increase of the average edge degree of the node, so
we choose the incremental membership function, as shown in (9), and
𝜇(x) ∈ (0, 1]. Parameter a is determined according to the connectivity
coverage C under different attack strategies, and the details can be
found in the simulation experiment in Section 5.

After analyzing the attack probability of the nodes, we propose an
operation to improve the robustness of the network. Firstly, we find
out the set of nodes with high degrees. Then the nodes in the set will
conduct the edge swap operation according to the probability of being
attacked. As a result, the robustness R can be gradually improved due
to the change of the local topology connection. The pseudocode of HDO
is given in Algorithm 1.

The variables used in HDO algorithm are interpreted as follows:

• A: adjacency matrix of the original scale-free network nodes.
• E : edge set of the scale-free network.
• 𝑁𝐻 : high degree node number.
• A′: adjacency matrix of new topology after the edge swap opera-

tion.
• 𝐺2(n): two-hop neighbor connected subgraph of node n [47].
• 𝐸2(n): edge set of the two-hop neighbor connected subgraph of

node n.
• P(n): the probability of a node being attacked.
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Fig. 3. The illustration of edge swap: (a) Selection of independent edges; (b) Swap of connection. . (For interpretation of the references to color in this figure legend, the reader
is referred to the web version of this article.)

For each node in 𝑁𝐻 , find its 𝐺2(n) and corresponding edge set
𝐸2(n). A pair of independent edges 𝑒𝑚𝑛 and 𝑒𝑘𝑙 is randomly chosen from
𝐸2(n). After edge swap operation is implemented, a new connected
subgraph 𝐺2(n)′ and a new adjacency matrix A′ can be obtained.
Meanwhile, the probability of node n (P(n) →P′(n)) being attack and
the robustness of the whole network topology (R(A) →R(A′)) will be
changed. If the probability of node n being attacked reduces and the
robustness of the new topology has been improved, then the adjacency
matrix will be updated from A to A′. The inner loop ends until all edge
swap operations are completed, and the outer loop to the end of the
examination of all nodes in the high degree nodes set.

4.2. Degree associativity operation (DAO)

From Fig. 2, we know that the degree of the nodes in the onion-
like structure from the inside to the outside decreases successively. The
benefit of this structure is that, when the node fails, its neighbor nodes
will keep the original functionality to maintain the connectivity of the
network. As a result, the damage of malicious attack has been largely

weakened in WSNs. Inspired by this characteristic, we take degree

associativity defined in the M.E [48] as a parameter to measure the

degree–degree correlation of topology.

𝑟 =
∑

𝑖 𝑘𝑖
∑

𝑖𝑗 𝐴𝑖𝑗𝑘𝑖𝑘𝑗 −
(
∑

𝑖 𝑘
2
𝑖
)2

∑

𝑖 𝑘𝑖
∑

𝑖 𝑘
3
𝑖 −

(
∑

𝑖 𝑘
2
𝑖
)2

(10)

where 𝐴𝑖𝑗 denotes the element of adjacency matrix (i, 𝑗 = 1, 2,… , 𝑁).

The degree associativity of the graph calculates the tendency of nodes

with similar degrees to be connected, and it is equivalent to the

Pearson correlation coefficient of the degrees. r ∈ [−1, 1], when r

(> 0) increases, the nodes with similar degrees tend to establish the

connection, while the nodes with different degrees tend to establish

connections as r (< 0) decreases.

To reduce the algorithm complexity, a pair of independent edges

𝑒𝑚𝑛 and 𝑒𝑘𝑙 (that is, four nodes m, n, k and l) is randomly selected.

Then, the minimum connected subgraph g of these four nodes from G

can be found by the Dijkstra algorithm. So we only need to calculate

the corresponding parameters of g after each edge swap operation.

Algorithm 2 describes the pseudocode of DAO.

A pair of independent edges 𝑒𝑚𝑛 and 𝑒𝑘𝑙 are randomly chosen from E

and find the Minimal Connected Subgraph g of these four nodes (m, n,

k, and l) by Dijkstra algorithm. Then, after two methods of edge swap

(Line 5 and Line 6) are implemented, the corresponding 𝑔1, 𝑔2, and

𝐴1 and 𝐴2 will be obtained. Besides, the degree associativity r in all

three connection cases is calculated, and we will select the maximum

r of three cases. If the maximum r is the result of the initial case, the

current operation will be abandoned, and the algorithm will enter the

next loop. Otherwise, if the maximum r is the result of the edge swap

case and the modification 𝐴1 or 𝐴2 improves the robustness, the swap

will be accepted. This process ends until all edge swap operations are

completed.
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Table 1
Simulation parameters.

Number of
nodes (N)

Size of the
deployed region (𝛤 )

Maximum
degree (𝑘𝑚𝑎𝑥)

Communication
radius (m)

50 50 × 50 m2 10 25
100 100 × 100 m2 20 50
150 150 × 150 m2 30 75
200 200 × 200 m2 40 100

4.3. Analysis complexity of TMSE

Theorem 1. The complexity of HDO is O (M2), where M is the maximum
number of pair of edges among the nodes with high degrees in HDO. The
complexity of DAO is O (L) and L is the maximum number of selected pair
of edges of topology in DAO.

Proof. As shown in the steps of Algorithm 1, the main calculation is
processing the pair of edges in two-hop neighbor connected subgraph of
nodes with high degree. Let M denote the maximum number of pair of
edges, and the complexity of outer loop be denoted as O (M ′), where M ′

is the number of nodes with high degree. Since M ′ < M, the complexity
of HDO is O(M2). Similarly, the main calculation of Algorithm 2 is
processing the pair of edges in global graph and the complexity of DAO
is O(L), where L is the maximum number of selected pair of edges of
topology.

5. Simulation results and analysis

In this section, SFTEM is firstly evaluated for its scale-free prop-
erties. Then, four types of attacks are simulated on the generated
scale-free topology to determine the value of a in the membership
function (Eq. (9)). Especially, all malicious attacks implemented on
nodes of scale-free networks are simultaneous attacks. Besides, once
the node is attacked, all links connected to it are considered invalid.
The different sizes and edge density of scale-free networks are set to
evaluate the performance of TMSE, simulated annealing (SA) [25] and
ROSE [27]. Simulations were conducted on an Intel Core i7 system with
128 GB memory using Matlab.

Table 2
Determination of a under different cases.

Attack type Number of nodes (N)

50 100 150 200

ID 16 27 33 44
IB 16 27 38 50
RD 15 26 32 40
RB 14 22 27 36

5.1. Evaluation of scale-free properties

Assume that all nodes were randomly deployed in the 2D field 𝛤 ,
and the size of the region varied with the number of nodes. In the
initial network, the node number 𝑚0 is 3, and the new edge number m
is selected from {1, 2,… , 5}, the maximum degree and communication
radius of nodes depend on the size and density of the network. Table 1
listed the specific simulation parameters.

We select three cases of network parameter pair (N, m), namely,
(50, 2), (50, 4), and (200, 2). The topology of scale-free networks and
the probability distribution of node degree are shown in Fig. 4. The red
points denote the nodes, and the size of the point indicates the different
degrees of the node: the larger the point is, the higher the degree is. As
can be seen from the three topology graphs in the first row of Fig. 4, a
few nodes have high degrees and the degrees of most nodes are low. As
shown in the second row of Fig. 4, the probability distribution of the
node degree of the networks is consistent with the power-law property
of the scale-free network. It proves that the network topology evolved
by SFTEM has scale-free property.

5.2. Determination of parameter a under different attack types

We take the attacked node number that makes the connectivity
coverage C of the network be less than 0.5 as the value of parameter a.
That is, when the number of nodes under attack is greater than or equal
to a, C < 0.5 and decreases rapidly, and the probability of the node
being attacked is estimated to be 1 (as shown in (9)). To observe the
change of connectivity coverage C with the number of attacked nodes,
four types of attacks (see Section 3.2) are simulated on different size
networks. From four graphs in Fig. 5, we know that RB attack has the
strongest destructive power on connectivity coverage C, followed by
RD attack. Besides, ID and IB attacks have almost the same destructive
power. As shown in Fig. 5(a), 𝑁 = 50, when the number of attacked
nodes is 16, C < 0.5 under the ID and IB attack, so the value of a
in the membership function under the attack of IB and ID is set to
16. Under the attack of RD and RB, C < 0. 5 until the number of
the attacked nodes is 15 and 14, respectively. The value of a in each
case is summarized in Table 2, and the following experiments set the
corresponding parameters based on the data in Table 2.

5.3. Comparison of the robustness for different size of WSNs

To verify the performance of TMSE, we conducted robustness testing
experiments under different attacks and compared them with SA [25]
and ROSE [27]. The size of scale-free networks in this experiment is
50, 100, 150 and 200, respectively. The number of added edges m in
the evolution of scale-free networks is fixed to 2. We compared the
robustness of different sizes of WSNs under four types of attack, as
shown in Fig. 6.

As shown in Fig. 6(a)–(d), the value of R shows a descending trend,
as N increases. Compared with the original scale-free topology (OSFT),
three algorithms have greatly enhanced the robustness. From Fig. 6(a)
and (b), it is observed that TMSE has little superiority over ROSE under
ID or RD attack, but is far better than SA algorithm. Besides, we found
that the performance of TMSE is obviously better than ROSE under IB
or RB attack, and sometimes the performance of SA is better than that
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Fig. 4. Properties of scale-free in WSNs. (a) 𝑁 = 50, 𝑚 = 2. (b) 𝑁 = 50, 𝑚 = 4. (c) 𝑁 = 200, m = 2. . (For interpretation of the references to color in this figure legend, the reader
is referred to the web version of this article.)

Fig. 5. The changing trend of C with the number of nodes under attack for different attack types and different sizes of WSNs. (a) 𝑁 = 50. (b) 𝑁 = 100. (c) 𝑁 = 150. (d) 𝑁 = 200.

of ROSE, as shown in Fig. 6(c) and (d). In conclusion, regardless of the
attack type, TMSE is superior to SA and ROSE for improving robustness
under different sizes of WSNs.

Fig. 7(a) and (b) show the topology and node degree distributions
of the scale-free WSN after TMSE, where 𝑚 = 2. It is found that
the node in scale-free networks tends to connect the node with the
same degree after robustness enhancement by TMSE. Meanwhile, the
degree distribution of the network keeps the power-law distribution
successfully. As shown in Fig. 8(b), the network topology highlights the
characteristics of the onion structure after TMSE, compared to Fig. 8(a).
The degree distribution of nodes from the center to the boundary is
hierarchical, and the nodes of each ring tend to connect nodes with
similar degrees in Fig. 8(b), which indicates the scale-free topology is
more similar to the onion-like structure.

5.4. Comparison of the robustness for different edge density of WSNs

For further comparison, the scale-free networks with different edge
density are generated to verify the performance of TMSE. The network
size N is set to 50, m ∈ {1, 2,… , 5} to satisfy the condition of different
edge density, and the RD attack and RB attack is selected for compar-
ison experiments. Fig. 9 shows the performance of the robustness of
TMSE, SA, ROSE and OSFT for different edge density of networks. It can
be observed that R increases with the increase of edge density because
the increase of edge density of the network enhances the robustness
of the topology. Three algorithms effectively enhance the robustness
of the topology and TMSE is better than the other two algorithms
compared with the initial scale-free network. As can be seen from
Fig. 9(a), under RD attack, the robustness difference between TMSE
and ROSE is small, and TMSE performs better than ROSE in general. As

59



S. Hu and G. Li Computer Communications 157 (2020) 53–63

Fig. 6. Comparison of the robustness for different sizes of WSNs under four types of attack. (a) ID attack. (b) IB attack. (c) RD attack. (d) RB attack.

Fig. 7. Scale-free topology and degree distribution after TMSE when 𝑁 = 100. (a) Scale-free topology. (b) Degree distribution.

Fig. 8. Onion-like structure before and after TMSE when 𝑁 = 100. (a) Redeployed the nodes before TMSE. (b) Redeployed the nodes after TMSE.
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Fig. 9. Comparison of the robustness for different edge density of WSNs. (a) RD attack. (B) RB attack.

Fig. 10. The connectivity coverage C before and after TMSE under random and malicious attacks. (a) Under random attack. (B) Under malicious attack.

Fig. 11. The convergence property of TMSE when N = 50. (a) HDO. (B) DAO.

shown in Fig. 9(b), TMSE is superior to other algorithms in robustness
optimization under RB attack.

5.5. Comparison of the connectivity coverage C under RD attack before and
after TMSE

WSNs are often subjected to random and malicious attacks. TMSE
has good robustness against malicious attacks while maintaining the
power-raw distribution of scale-free networks at the same time. In this
experiment, the number of nodes is 100, and the value of m is 2, and
RD attack is selected as a malicious attack. As shown in Fig. 10, the
comparison of the value of C before and after TMSE under random and
malicious attacks is given. With the increase of the number of attack
nodes, the value of C descends. Fig. 10(a) shows that when the random
attack number is bigger than 25, the value of C after TMSE starts to
be lower than that of the original network, but the difference is very
small. This may be due to the partial connection of the original network
that has been changed after TMSE, so its ability against random attacks

is slightly reduced. In Fig. 10(b), it can be observed that the topology
after TMSE improves the robustness against malicious attacks compared
with the initial network. Besides, the value of C of the initial network
decreases rapidly as the number of attacks increases, which means that
the initial network is very vulnerable to malicious attacks. In contrast,
C can still maintain 0.8 when the number of attacks is 20 after TMSE.

5.6. Convergence property of TMSE

To evaluate the convergence property of TMSE, we give the growth
trend of robustness of two operations when N = 50. As shown in
Fig. 11(a), under HDO operation, when the iteration round approaches
2000, the robustness tends to converge. In Fig. 11(b), when the iter-
ation round over 3000, the robustness under DAO operation reaches
the limit. Besides, from Fig. 11(b), we can observe that there are still
some redundant operations that do not improve the robustness, and
the reason is the randomness of independent edge selection in DAO

61



S. Hu and G. Li Computer Communications 157 (2020) 53–63

operation. However, the overall convergence and performance of TMSE
is satisfactory.

6. Conclusions

Scale-free WSNs have attracted wide attention to the resistance
to random attacks, but they are fragile for malicious attacks. This
paper studies the strategy of improving the robustness of scale-free
WSNs under malicious attacks. Considering the practical applications
of WSNs, a fault-tolerant topology model with scale-free properties is
introduced to generate the scale-free WSNs. The new strategy named
TMSE is designed to improve the robustness of the scale-free topolo-
gies under malicious attacks. The HDO operation in TMSE improves
robustness by changing the connection of high degree nodes, and the
DAO operation makes the topology approach to an onion-like structure
to enhance the robustness. Both HDO operation and DAO operation
need the information of the entire network to support the selection
of independent edges. So the implementation of improving robustness
cannot directly be run in a distributed system. Besides, the resulted
topology keeps the scale-free properties. The extensive experimental
results show that TMSE can effectively improve the robustness against
different types of malicious attacks compared with other algorithms,
including SA and ROSE. Moreover, we will work on reducing the
redundant operations to improve the convergence of the algorithm in
the future.
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